Detekce volumetrickych utoku a
jejich mitigace v ISP

Flowmon DDoS Defender a F5 reseni

Roman Tomasek
roman.tomasek@alef.com

X ALEF



Partnerstvi a
certifikace

* Cisco Value Added Distributor
» Cisco Gold Certified Partner
* Advanced Collaboration Architecture
* Advanced Data Center Architecture
* Advanced Enterprise Networking Architecture
* Advanced Security Architecture
* Advanced Service Provider Architecture
e Cisco Learning Partner
* F5 Distributor
* F5 Authorized Training Centre
* NetApp Value Added Distributor
* Microsoft Gold Technology Partner
*  Flowmon Silver Partner
* 1SO9001:2008
* SO 27001:2013
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Kam kraci telekomunikacni site?

* Smérem k bezpecnosti!!
— Ochrana citlivych dat
— Ochrana aplikaci

— Ochrana sité a zakazniku
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Fakta o DDoS utocich

* PrUmérna cena 1 min vypadku je 22 000 USD.

* Primérna doba nedostupnosti sité pro jeden utok je 54 minut
* Ochrana vaseho obchodu a zakaznikU
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* Ujistéte se, ze vase sluzby jsou dostupné
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* Neztratte svoji reputaci
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= The site could be temporarily unavailable or too busy. Try again in a few
moments.

= If you are unable to load any pages, check your computer's network
connection.

= If your computer or network is protected by a firewall or proxy, make sure that
Firefox is permitted to access the Web.
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Strategie ochrany vuci DDoS utokum

* In-line detekce a mitigace — vhodné pro enterprise sité

— Omezené mnozstvi linek k ISP J—
e [ e

— Zahrnuje i L7 utoky =

— Chrani pred utoky az do kapacity linek
* SP/telco/datova centra potrebuji feSeni out-of-path
— Zaméreno na detekci volumetrickych utoku
— Velké mnozstvi uplink( a vysokd propustnost D= i =< A =2

e D D
RESENI?
Detekce volumetrickych DDoS utokli kombinovana s out-of-path
mitigaci.
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NASE RESENI
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Flowmon a F5

* Flowmon DDoS Defender
— detekce volumetrickych DDoS utokll o

* F5 AFM (Advanced Firewall Manager)
— lokalni ¢isténi téchto utoku
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Flowmon DDoS Defender
 Detekce DDoS utokul

— Zaméreno na volumetrické utoky
— Pouziva data o tocich z jakéhokoliv zdroje (smérovace, sondy...)

— Predpovida mnoiZstvi provozu pouZitim automatickych/statickych metod
— Vytvari charakteristiky utoku a notifikace

Podpora logické segmentace pro zdkazniky, sité, sitové
segmenty, sluzby...

* Jednoduchy scénar nasazeni
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Detekce utoku

* Detekce utokUl se provadi pouze pro nadefinované segmenty
— segmenty jsou urceny IP podsitémi.

* Pro kazdy segment je ze sledovaného provozu naucena sada
zakladnich hodnot.

» Utok se zjisti, pokud aktudlni provoz pfesahne stanovenou

hranici. N N
, , . . . N \
* Vychozi hodnota je naucena pro: N N
— TCP prenos s konkrétnimi priznaky \,‘
— UDP pfenos A
— ICMP provoz A Y \‘\
N N
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Odpoveédi na utok

* Upozornéni
— E-mail, Syslog, SNMP trap
* Zmeéna smerovani
— PBR (Policy Based Routing)
— BGP (Border Gateway Protocol),
— BGP Flowspec
— RTBH (Remotely-Triggered Black Hole)
* Uzivatelsky definované skripty
* Automaticka mitigace

— Lokalni zafizeni na Cisténi provozu
— Scrubbing centra
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Podpora BGP Flowspec

* Standardizovana metoda pro pokrocilé filtrovani provozu na
routeru pro mitigaci DDoS utokd

* Pouziva dynamicky popis utoku (dynamic signature)

* Poskytuje konkrétni akce, které je tfeba provést s prislusnym
sitovym provozem

* Pravidla Flowspec jsou zalozena na
— Cilovy IP prefix

Action

Send Alert
. s .
- Zd rOJOvy I P prEﬁX ¥ Change route
Enable mitigation
- I P p rOtO kOI Suspect ® manual ' Automatic
, , Attack * Manual Automatic
_ CI Iovy po rt Flowspec action @ accept v
- Typ ICM P Maximal bandwidth % or ¥ automatic
Termination timeout rate-limit infinity
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Informace o utoku
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Produktova rada DDoS Defenderu

oposDefender |1 |4 | 0 | @ | w0 | 0

Propustnost (Gbps) 1 4 10 40 100 400
Doporuceny kolektor 1TB+ 1TB+ 3TB+ 3TB+ 12TB+ 12TB+

Pfesmérovani provozu PBR, BGP PBR,BGP PBR,BGP PBR,BGP PBR,BGP PBR, BGP
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F5 Advanced Firewall Manager (AFM)

v vwv

Zaméréni na aplikace

Kontrola pristupu na aplikace
Jednoducha sprava politik

Rozsifitelné pomoci iRules
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DoS ochrana Sprava a viditelnost
Ochrana proti L3-L4 D/DOS utokim * Vysokorychlostni FW logy/syslogy
120+ DoS vektor( & HW DoS ochrana * Detailni reporty o Gtocich

Dynamicka IP inteligence & Blacklisting * Centralni sprava pomoci BIG-1Q

RTBH & akcelerovany auto-blacklisting * Kompilace pravidel na vyzadani

Ochrana proti zneuziti portd * Automatické nastaveni DDoS prahovych hodnot
* Zjednodusené NAT/PAT toky



Pokrocila detekce a cisteni DDoS

Podpora vice jak 100 DDoS vektoru z toho 84 je podporovano v HW
Detekce Spatného a podezrelého chovani a volumetrickych utok(
Zabranéni utoklm zpusobujicim preteceni tabulky toku

Limity detekce a Cisténi — na globalni Urovni, na Urovni routovaci domény a na
urovni virtualniho serveru
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Integrace Flowmon s F5

* Integrace s F5 BIG-IP a VIPRION

— Nativni podpora

— Integrace pouzitim API
— Od verze TMOS 13.0

* Plné automatické nastaveni cisténi

Scrubbing Centers

Scrubbing Center name

(& BIG-IP
$* pp

#+ Add new Scrubbing Center...

— Presmérovani a nastaveni konfigurace na F5

— Automatické odstranéni konfigurace po skonceni utoku
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Action status

Selected subnets
10.20.20.21/32

Scrubbing center actions
@ Locking BIG-IP
& Connecting to main device
Configuring subnet 10.20.20.21/32
@ Creating DDoS Profile
@ Creating Virtual Server
@ Disconnecting from device
@ Unlocking BIG-1P
Redirection actions
@ Locking Quaggat
@ Applying redirection
@ Unlocking Quaggat

status: @ Success

Close

Scrubbing Center IP
192.168.51.29 # Edit
192.168.3.144 # Edit
Edit default settings

Action status

Tools

Selected subnets
10.20.20.21/32
Redirection actions
@ Locking Quaggal
@ Removing redirection
@ Unlocking Quaggat
Scrubbing center actions
@ Locking BIG-IP
@ Connecting to main device
Removing configuration for subnet 10.20.20.21/32
@ Removing Virtual Server
@ Removing DDoS Profile
@ Disconnecting from device
@ Unlocking BIG-IP

status: @ Success

Close




Scénar pouziti

Automatické nastaveni
politiky
(charakteristika utoku)

N\

Detekce utoku
Zahajeni mitigace

Presmérovani pomoci
BGP RI/Flowspec

Cesta utoku

|

Zasilani informaci o
tocich (flow).

Scrubbing centrum

Cesta bez utoku

Chranény segment 1
napf.DC, organizace,
sluzba apod..

Chranény segment 2



Popis reseni

* Flowmon poskytuje:
— Rychlou detekci DDoS utoku
— Presmérovani na lokalni zatizeni/scrubbing centrum

— Charakteristiku utoku pro cisténi

* Lokalni zafizeni/Scrubbing centrum

— Cisténi datového provozu
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UKAZKA
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Dékuji za pozornost
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